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U.S. Marine Transportation System (MTS)

U.S. MTS BY THE NUMBERS

“Any significant disruption to the MTS, whether W.ém .;
man-made or natural, has the potential to cause 95,000 50,000

. . . . Miles of shoreline Federal ATON
cascading and devastating impact to our domestic % e
and global supply chain and, consequently, _ M,]2\5,f00‘0b1
America’s economy and national security.” El Al
U.S. Coast Guard Maritime Commerce Strategic Outlook y o : Bridges :

commercia Crossmg ‘V{{tt‘l’\'\-’ﬂ}’b’

ANNUAL ECONOMIC VALUE

A $ &
23 million $4.6 trillion 90%

U.S. jobs sustained of economic activity of U.S. imports enter
and exports exit by ship

U.S. Coast Guard Sector Columbia River




MTS — Critical Infrastructure Sectors

Critical Infrastructure Sectors with MTS overlap

3,500+ CG-regulated Maritime Facilities

Other Critical Infrastructure Marine Environment
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Cyber Incident Observations

USCG Investigated 46 Cyber
Incidents in 2023

Social Engineering
» Phishing / Spear phishing
* Business Email Compromise
» Typosquatting / URL Hijacking

Ransomware
« Evolving techniques
+ Ransomware as a Service (RaaS)
» Targeting Backup Systems

U.S. Coast Guard Sector Columbia River

Sector Puget Sound

Sector Columbia River
& Other

Cyber Incident

> @ Other
t‘- ¢ Phishing/Spoofing

Long Beach

Cyber Incident 2
. L —
Sector Lake Michigan
@] Ransomware x2 ) Sector New York
- ® Ransomware
Sector Los Angeles/|
K | &1 Ransomware x2 '

Sector Anchorage
[2] Ransomware

e,
™

Sector Honolulu e
€\ Ransomware '

Sector Sault Ste Marie

Sector Detroit
8] Ransomware x2

&) Other Cyber Incident

Sector Virginia
1 Ransomware

Sector Ohio Valley
& Phishing/Spoofing x2

Sector
North Carolina

(81 Ransomware

Sector Jacksonville
& Other Cyber Incident
Sector

Houston/Galveston Sector Charleston
) Other Cyber Incident . @5 Phishing/Spoofing

P Other Cyber Incident

Sector St. Petersburg
[#] Ransomware

Sector Miami
&) Ransomware
@ Other Cyber Incident



Cyber Strategy — U.S. Coast Guard

2021 Cyber Strategic Outlook

UNITED STATES COAST GUARD « The U.S. Coast Guard is the nation’s lead federal agency for securing and

CYBER STRATEGIC safeguarding the MTS.
OUTLOOK

* Apply the prevention and response framework to manage cyber risks.

« Implement a risk based requlatory, compliance and assessment regime to reduce
cyber threat risks to maritime critical infrastructure.

« Through the COTP, coordinate with federal, state, local, territorial, tribal, and
industry partnerships.

« Develop expertise in cybersecurity within the U.S. Coast Guard workforce.

» Field deployable Cyber Protection Teams to augment COTPs in the execution of
prevention and response activities.
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MTS Cyber Compliance

» Maritime Transportation Security Act (MTSA) of 2002

Analyze vulnerabilities associated with radio and telecommunication equipment, including computer
systems and networks. 33 CFR 105.305(c)(1)(v)

» Navigation and Vessel Inspection Circular 01-20 (2020)

Implementation period ended October 1, 2022

» Maritime Cybersecurity Assessment and Annex Guide (2023)

Maps existing regulations to NIST Cybersecurity Framework
Informs Facility Security Assessment process

> Notice of Proposed Rulemaking (2024)

“This proposed rulemaking is part of an ongoing effort to address emerging cybersecurity risks and
threats to maritime security by including additional security requirements to safeguard the marine
transportation system.”

Cybersecurity in the Marine Transportation System, Docket Number USCG-2022-0802
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Information Sharing

USCG Launches New Website for Maritime Industry B warime ooy

Cybersecurity Resource Center

The Maritime Industry Cybersecurity Resource Website is an external T T A T T T
facing site serving as a one-stop-shop for maritime industry partners to
access trusted information, government points of contact, and current
industry-focused cybersecurity resources.

* CG Resources and References

* Marine Safety Information Bulletins

* Cyber Alerts

* Incident Reporting Requirements and Procedures
* Links to Other Government Agency Resources ey & nn st

What Can CGCYBER Do For You?

Coast Guard Maritime Industry Cybersecurity Resource Website: = |
https://www.uscg.mil/MaritimeCyber/ '

Cybersecurity and Infrastructure Security Agency
(CISA) Links
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https://www.uscg.mil/MaritimeCyber/

USCG Cyber Protection Teams (CPT)

Assess
* ldentify vulnerabilities and weaknesses before cyberattack
* Offer guidance and recommendations to secure and protect MTS networks

Hunt
* ldentify adversaries on MTS networks
* Analyze malicious tactics, techniques, and procedures

Incident Response
* Perform forensic artifact analysis
* Advise on remediation steps and best practices
* Assist with integration of FBI, CISA, and other agencies

USCG: Maritime Cyber Readiness Branch

U.S. Coast Guard Cyber Command



https://www.dco.uscg.mil/Our-Organization/CGCYBER/Maritime-Cyber-Readiness-Branch/

i

- L ——

Photo credit: Columbia River Pilots

Readiness | Resilience | Response



mailto:Sean.F.Morrison@uscg.mil

	U.S. Coast Guard Sector Columbia River
	U.S. Marine Transportation System (MTS)
	MTS – Critical Infrastructure Sectors
	Cyber Incident Observations
	Cyber Strategy – U.S. Coast Guard
	MTS Cyber Compliance
	Information Sharing
	USCG Cyber Protection Teams (CPT)
	Slide Number 9

